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Introduction

The first pilot was planned for M5 to M8 to test and validate use cases, process and system
design on a small scale with the most import customer segments: suppliers (ITAD, digital
divide initiatives), refurbishers, retailers and recyclers.

The first pilot makes use of new TiS smart tags. The first batch of smart tags arrived as
expected end of M6 (July). However, the delivered tags’ QR codes were printed incorrectly,
pointing to "devicetag.ioTAGID" instead of "devicetag.io/TAGID". This would make reading
the tag for end-users impossible and forced us to send back the first batch. We are now
waiting for the working replacement tags planned to arrive in M7 (mid August). As a result,
pilot activities depending on smart tags are delayed to M8.

As a result of the delay, collection, registration, refurbishment and retail of devices scheduled
before M8 were carried out using QR tags during a preliminary pilot. TiS integration of
system parts independent of the availability of smart tags has been carried out, deployed and
tested in the preliminary pilot

Insights gained through the preliminary pilot have lead to the adjustment and refinement of
TiS requirements as described in section 1.6 Learnings. 31 end users interacted with the
eReuse platform and 174 devices have been registered, refurbished and retailed.

Activities of the preliminary pilot that were carried out include:
« collection, registration, refurbishment and retail of devices using QR tags and update
Reuse modules that do not require smart tags directly
« TiS integration and testing of system parts independent of availability of smart tags
* Adjustment and refinement of TiS requirements
Activities of the first pilot that are still pending and will be carried out in the M8-M9:
* Deployment of smart tags: Registration, refurbishment and retail using smart tags
» Secure validation of smart tags by either scanning it with NFC or scanning the QR
and inspecting the veracity of the photochromic tag
* Development and validation of system parts depending on smart tags
* Confirmation of reception of devices through end users
* Recycling of unrefurbishable devices with a recycler
Activities of the second pilot will be carried out in M9
* Tests with remaining customer segments buyback, exporters and service using smart
tags
Publishing of refurbished devices in a B2B portal with the participation of at least
three retailers
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Section 1 - Explanation of the work carried out and overview of the progress

This section details the activities carried out in the preliminary pilot (until including M7),
resulting impact on platform usage and gained insights. In section 1.1.5, planned activities
are described.

This section can be seen as an update to the pilots description in section 2.Processes of

D3.1. While D3.1 describes the planned activities, this document reports the advancements
and deviations until M7.

1.1 Pilot activities and planning

As noted in the introduction, due to delayed delivery of smart tags the first pilot planned for
M5 to M8 is delayed to M8 — M9. Instead, a preliminary pilot was carried out using QR tags
and mostly existing eReuse modules.

Resultingly, there are three different pilots:

* Preliminary integration tests pilot before M5 using QR tags and mostly existing
system with most primary customer segments (ITAD/ITAM, refurbisher, digital divide
initiatives, retail and end-users) refining and detailing TiS requirements and validating
implementation of partially updated system

*  First pilot from M8-M9 with smart tags focusing on primary customer segments (ITAD,
refurbishers, retailers, digital divide initiatives, recyclers and end-users) validating
implementation of fully updated system

* Second pilot in M9 with smart tags focusing on secondary customer segments
(exporters, buyback, service) validating implementation of fully updated system

1.2 Preliminary pilot

Since M1 up to M5 we had 31 end users interacting with the eReuse platform and a total of
174 devices has been registered, refurbished and retailed. While these items do not yet use
smart tags, this activity has allowed us to test and validate use cases, processes and system
design on a small scale with the most import customer segments: ITAD/ITAM, refurbisher,
digital divide initiatives, retailer and end-users.

Additionally, in M5 the refurbisher Alencop collected 570 devices from Seidor.es ITAD
facilities. These devices have been registered and refurbished. While currently tagged with
QR tags, we will upgrade them with new smart tags in M8 in pilot 1 as described in 1.3.2 .
The 744 (174 from M1 to M5 + 570 in M5) devices have been registered and tagged with QR
tags. TiS integration of system parts and processes independent of the availability of smart
tags has already been tested and continuously improved.

TiS integration of system parts independent of the availability of smart tags include the
integration of the workbench module for registering devices, the underlying devicehub server
and parts of the web user interface. For more details regarding system integration consult
deliverables of work package 2.
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Impact on platform metrics is described in section 1.5 Impact on platform usage and insights
obtained through testing system parts already integrated with TiS are described in section
1.6 Learnings.

1.3 First pilot

Due delayed availability of smart tags, most activities of the first pilot will be carried out
delayed from M8. These activities focus on use cases of basic customer segments (ITAD,
refurbishers, retailers, digital divide initiatives, recyclers and end-users) validating the
eReuse system fully integrated with TiS.

1.3.1 Collection of devices (done)

In June (M5) refurbisher Alencop collected 570 devices from Seidor.es ITAD facilities. This
ITAD is responsible for carrying out the disposal of the equipment of the Barcelona
municipality. 390 desktops of the ACER, HP and 120 monitors of the ACER, DELL and HP
have been collected and will be registered, refurbished and distributed by others retailers and
DDI.

1.3.2 Preparation for distribution (in process, update with smart tags pending)

According to the pilot plan, the collected devices should have been tagged with smart tags at
the beginning of July (M6). Due to faulty fabrication of smart tags, devices already collected
and registered were tagged with QR tags instead. When the working smart tags arrive they
will be used to replace the QR tags. At least 300 already registered devices will be tagged
with new smart tags.

The devices that pass the performance tests will be published in an online shop that retailers
use to distribute devices to both organizations (B2B) and consumers (B2C). There are at
least four retailers participating: Pangea, donalo.org, abacus.coop and the same Alencop is
also retailer. Devices that do not pass certification tests will be recycled by Solidanca or ACS
recycling.

1.3.3 Distribution to end users (planned September M8)

These devices will finally be collected by end users who will be able to apply a more
thorough validation or learn about the life-cycle of the device by reading the ID Tag. In this
first test the end-user will read the QR/NFC tag which leads the user to a Web App with the
information about the device. As a second test, users will ensure veracity of refurbishment of
their device by reading the photochromic tag.

1.3.4 Transfer to retailers and validation of certified refurbishment (in process)

At the end of September (M8), retailers (e.g. Abacus) will collect some of these devices from
the facilities of refurbishers and read the smart tag to confirm the reception and ensure the
device is properly certified.

1.3.5 Recycling of non-refurbishable devices by Solidanca or ACS recycling
(planned September M8)

Devices not able to refurbish will be delivered to Solidanca or ACS for final recycling.
Recycling operators will read the smart tag and confirm reception and recycling. Suppliers
can verify that recycling has been carried out correctly.
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1.4 Second pilot

Building on the preliminary and first pilots, the second and final pilot will be carried out from
M8 to M9 and focus on on secondary customer segments: exporters, buyback, service,
validating the implementation of the system fully integrated with TiS.

1.4.1 Service pilot

BCN Activa, the local development agency of Barcelona city council, is planning to contract
refurbishers and maintenance service providers Solidanca and Alencop for a maintenance
pilot project of maintaining 13 devices for one year starting in M9 (November). Reporting
possible incidents with the devices will be facilitated by the eReuse mobile App using TiS
smart tags.

1.4.2 Export

We will validate and refine requirements of exporters with our local partners computeraid and
banc de recursos in M9.

1.4.3 Buyback

Buyback requirements will be validated by Pangea, which obtains devices regularly from
different suppliers in exchange for social impact and is also investigating in buying devices.

1.5 Impact on platform usage

As smart tags have not been employed yet, there is no notable impact on platform usage
across different customers segments. In the months following the integration of smart tag
(starting M8), we expect platform usage to increase due to distribution and retail processes
facilitated by the new smart tag and newly developed eReuse modules.

Table 1 shows platform usage for our most important customers:
e Alencop: Refurbisher, Retailer
* Andromines: Supplier, Refurbisher, Retailer
e Computeraid: Retailer, Exporter
* Donalo: Retailer
* Reciclanet: Supplier, Refurbisher, Retailer
» Solidanca: Refurbisher, Recycler
* ReutilitzaUPC: Supplier, Refurbisher, Retailer

Platform usage is the number of registered device events per quarter over a 3-month
average per month. The following device events are included in the sum:

* Register: A new device gets registered
* Ready: Device is ready to be distributed

¢« Receive: Device has been distributed
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Table 1: Platform usage of customers

1.6 Learnings

This section describes insights gained through carrying out preliminary integration tests as
described in section 1.2 and collection and registration activities of the first pilot as described
in section 1.3.

1.6.1 Easy and secure bulk identification and refurbishment of devices

We have improved the performance of this process, that brings automation, cost reduction,
traceability, and auditability to all the process performed to refurbish and repair a device. The
result is 3 min dedicated to the following tasks: operator/device parallelization, certified
process, customization, integration, certification throughout open-source tools, secure data
wiping, functional tests, hardware discovery, benchmarks, rating systems to assess the
potential for reuse, integration with device inventories, ereuse.org quality and traceability
standard, Technology Readiness Level 7, remote server and upgrade support
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1.6.2 Transparency and availability of information about costs and price of devices

One common restrictions of donors of used devices, especially from public administration, is
that no benefit is generated, requiring the selling price to be oriented to cover the cost of the
reuse services including management, transport, storage, refurbishment and retalil.

In order to make the fulfilment of this restriction transparent, information about price and
costs must be accessible to buyers at the time of purchase. The new smart tag makes this
information easily accessible as it allows buyers scanning the NFC or QR code to obtain the
information.

1.6.3 Secure tracking of devices

Using the TiS non-copyable smart tag that link to unique eReuse URLS, we can trace reused
devices throughout their life-cycle until final recycling. In the process of implementing and
validating this system, we found the need to further decentralize information to increase
security and trust in the system. As a result, we investigate using a permission blockchain to
store events used for device tracing and reporting to Evrythng as a data record.

1.6.4 Easy classification as ewaste or product

We have extended Workbench with new tests. For example, we now perform CPU
benchmarks among other tests. Resultingly, those responsible for monitoring the export of
waste can automatically know whether or not a device works without having to power it and
turn it on for its classification either as ewaste or usable.

1.6.5 e-commerce for retailers enhanced by TiS integration

During the preliminary pilot, warehouses of retailers were quickly filled up requiring a quick
solution to distribute their device stock. The solution has been to set up a common e-
commerce for online distribution to provide another sales channel and quickly help distribute
accumulated device stocks.

The online shop needs to effectively integrate with eReuse modules and processes to
facilitate sales while keeping costs low. The ease of handling devices tagged with TiS smart
tags allows dividing the preparation process into multiple steps (updating inventory and
refurbishment) and thus delaying final preparation, which ultimately prevents devices not sold
from being refurbished and thus avoids unnecessary preparation work and costs.
Additionally, TiS smart tags and the integrated eReuse mobile application allow easy
confirmation of device reception through the end-user. The full process is depicted in the
service blueprint in section 1.6.4.

1.6.6 Centralized distribution of smart tags supplied by verified manufacturer

As described in D2.1 section 2.1, different limitations of tag manufacturers have lead to
alterations of the initial design and additional effort in developing custom technology to be
able to operate both NFC and QR tags. Additionally, faulty fabrication of the initial batch has
further delayed pilots as described in the introduction.

These learnings made a checklist for future tag manufacturers necessary to be able to
quickly find out about obstacles in manufacturing.
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Further, customers registering devices with new smart tags such as refurbishers and
ITAD/ITAM, need to obtain the tags from a supplier instead of printing them locally as they
did with QR tags used in the existing eReuse system. We found that this is best done
through a local single entity, which will keep track of smart tags inventory and deliver them to
other organizations directly. The entity most suited for this task is the organization that also
manages acquisitions with ITAD/ITAMs and refurbishers as they carry the main responsibility
for device custody and therefore are also responsible for distributing smart tags to
refurbishers so that they can attach them to newly registered devices.

1.6.7 Usability improvements on web platform and Android app

The web platform needs to be more simple to use and facilitate maintenance of the chain of
custody of products, i.e. the appropriate registration of device events.

Android App requires a better support for ongoing inventory stock management, e.g. through
scanning devices and updating their status. NFC-enabled smart tags are expected to
improve this process significantly.
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1.7 Interactions (interim)

1.7.1 Reserve and sell flow

In this section, the standard flow for registering, refurbishing and retailing devices including
final recycling is described. After the description, a diagram to visualize the flow of
interactions is added. TiS interactions in the diagram are highlighted with the TiS icon.

1.7.1.1 Register and share
* Refurbisher collects devices from ITAD/ITAM and registers them with TiS integrated
workbench and mobile app applying TiS smart tags. Tags cannot be duplicated and
URLs cannot be duplicated.
* Refurbisher shares devices with retailers
* Retailer publishes available on common or private e-commerce or through other
distribution channels (email lists, etc.)

1.7.1.2 Order
* End-user (e.g. NGO, schools, ...) places an order listing desired devices

1.7.1.3 Reserve
* Retailer reserves ordered devices in refurbishvfers inventory

1.7.1.4 Sell

* Retailer finalizes invoices and agreements including date of collection

* End-user makes payment of 100% of the order’s sum

* When payment is received, retailer confirms reservation to refurbishers

* Refurbisher marks the devices as sold by registering the sell event

* Refurbisher creates a sublot in ReutilitzaCAT for sold devices

* Refurbisher starts refurbishing and cleaning devices. Optionally, devices are
processed with the eReuse workbench to perform further system tests or install a
specific operating system. Refurbishment is facilitated by TiS smart tags, which allow
identifying devices by reading the tag with the eReuse mobile app.

* Once refurbishment is complete, refurbisher notifies retailers.

1.7.1.5 Collection by end-user
* Retailer confirms time and location of collection with end-user and refurbisher
* End-user collects device from refurbishers
* Refurbisher confirms device collection by scanning the TiS smart tag with the eReuse
mobile app and registered the receive event

1.7.1.6 Final recycling
e End-user returns devices to refurbisher or delivers them directly to a recycling
pointing
* Certified recycler scans TiS smart tag with the eReuse mobile app, registers the
recycle event and finally recycles the device

1.7.1.7 Inspecting and validating device custody

* In case of a lost device, third parties scans the TiS smart tag with the eReuse maobile
app to see device custody and responsable organizations
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* ITAM/ITAD request reports of device custody to validate performance indicators such
as percentage of devices reused and restrictions such as limiting usage to non-profit
organizations
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1.7.2 Validation of device through retailer / end-user / third-party using smart tag

To view information about a device, a user can scan its smart tag with their phone. If the user
is logged in and has access to the device, detailed device information will be displayed.
Otherwise, public information such as the public custody chain, refurbishment certificate,
etc... will be displayed.

1.7.3 Validation of device veracity via photochromic tag

The photochromic Reversible Tag helps the end-user to identify a legitimate device that has
correctly refurbished by an eReuse.org authorized refurbisher, without the hassle to read the
QR code.

The photochromic Tag has a white background and a green eReuse.org ‘e’ logo. The interior
white background of the ‘e’ reacts by the flashlight of a Smartphone and illuminates for some
minutes. In order to being illuminated, the user has to touch the tag with the flash of the
smartphone while the flashlight is on for at least five seconds. This leaves a colored mark
that slowly disappears, completely fading away in ten minutes.

.-.._.-- = - .._\_\-\. .--- = — .
f’f \ < 6 S X f’f \

The tag cannot easily break while being removed and sticks to metallic and plastic surfaces,
typical for electronic devices.

1.7.4 B2B (y B2C) e-commerce

In order to facilitate distribution of devices, an online shop has been set up at the URL
pangea.org/ordinadors-i-mes. Retailers can use the online shop to sell devices to non-profit
organizations as well as families in need.

The interactions between customers and front-stage staff as well as internal interactions are
described in Drawing 1. Interactions with TiS are highlighted with the TiS icon:

* Refurbisher updates inventory by easily scanning available devices with the smart tag
» Refurbisher selects devices identified by scanning them with smart tag

* Refurbisher prepares devices identified by scanning them with smart tag
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* Refurbisher hands over devices after scanning smart tag to confirm pick-up
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1.7.5 Reporting (Chain of custody, recycling, data erasure...)

Various reports can be generated through devicehub:

1.7.5.1 Chain of custody

List device events such as physical transfers, legal transfers, refurbishments, etc. including
relevant information such as the entity carrying out the event (e.g. refurbisher, retailer, etc.).
Donors need this report to justify their donations.

1.7.5.2 Recycling certificate
Certified confirmation of the final recycling of the device.

1.7.5.3 Data erasure certificate
Certified erasure of device data. Erasure can be physical or digital.

1.7.5.4 Delivery note listing missing and additional devices (WIP)
Generate reports listing missing and additional devices comparing delivery note issued by
sender and actual devices registered on the platform.

PROPRIETARY RIGHTS STATEMENT
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1.7.6 Status and events

The following diagram depicted in Drawing 2 represent the basic states, events and relevant
attributes of devices.
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Drawing 2: Diagram device statuses

1.8 Further planning

We expect to receive the fixed smart tags from our provider end of August (M7) and
distribute them to refurbishers so they can update the devices and perform outstanding
validation (veracity through photochromatic, performance of NFC tags).




For the second cycle of the pilot M8-M9, we plan to integrate eReuse tools with the Evrything
platform to establish global device identifiers permitting the following use cases:

* Global identification of device and custodian through end-user or third-party
* Measure and compare impact across reuse circuits

The second cycle of the pilot focusing on further customer segments (exporters, buyback,
digital divide):

e Abacus (buyback)
» Computeraid (exporter)
* Donalo (service)

We have two more donations planned for the second cycle: one from BCN Activa and one
from the municipality.

Section 2 - Conclusions

Due to faulty fabrication of smart tags, most pilot activities are delayed by two months.
Preliminary results are based on eReuse modules newly created or adapted for TIS
integration and thus the impact on usage is modest.

Through the already carried out activities and the adaption and creation of eReuse modules,
we have gained some relevant insights such as the need of an e-commerce for distribution,
improvements on stability and usability of Software and general as well as TIS specific
process improvements.

This report will be updated as soon as the working smart tags arrive and the pilot activites
are carried out.

Section 3 - References



