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Section 1 - Introduction

Expiry dates as used in the food industry today are important achievements in providing food
safety, but are also subject to considerable criticism. Many consumers consider the printed
expiry dates as a fixed limit and throw away their food on the day of expiry even though it might
still be good to eat. To overcome this undesirable situation, we propose a dynamic shelf-life
indicator, the Fresh Index, calculated on the storage and handling conditions of each individual
perishable product.

This storage data is to be recorded from the moment of production all along the supply chain
to the retail store and potentially even including the fridge of the consumer. In contrast to other
approaches that failed due to high operating costs, FreshTag makes use of innovative low-
cost SmartTags of the TagltSmart platform and a comparably small number of tsenso
Bluetooth low energy temperature loggers, (one device per pallet). By combining the product
and storage data using predictive food modelling and risk assessment, the remaining product
shelf life can be. Validation schemes to prevent data manipulation and fraud will be
implemented. We aim to handle the lack of accurate measurement data by smart temperature
simulation.

The development of the FreshTag project is split into three work pages:
¢ Requirement analysis, architectural design and implementation (this deliverable)
e Algorithms for Food Modelling and Fresh Index calculation
e Concept validation and dissemination

The work targets to find the optimum process to predict the dynamic shelf life providing
stringent uncertainty handling and minimal operating costs. We will implement the data
architecture and algorithms in a module connected to the TagltSmart Platform, using dynamic
real-time temperature data and 0T tags and cloud computing technologies. The module will
be validated by a real-life field trial with independent measurements of certified food safety
laboratories. This work, based on smart tags and intelligent computer prediction models can
be the basis for a new, smarter approach to optimize EU food safety processes.

In this deliverable the results of the functional and market requirements are presented. Based

on these requirements the fundamental architecture of the full solution is derived and the status
of the software development is described.
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Section 2 - Requirements on IT architecture

On order for the FreshTag simulation module to yield optimal results the design of the IT
architecture needs to comply to the internal and external requirements. The development
therefore starts off with an extensive requirement analysis and defines a management process
to keep these requirements up-to-date throughout and past the project.

2.1 Logistic requirements

One key success element of the FreshTag module is its capability to re-construct the detailed
chain of custody for a single product unit.

Complete traceability means that you can understand the current location and the origin of a
product. Often the procedure is used to locate defective or inadequate goods and to withdraw
them from the market by goods recall. The prerequisite for a complete shipment tracking is the
clear identification and identification of the products concerned. The GS1 system, with its
internationally agreed identification numbers, machine-readable barcodes and open message
standards, provides the complete set of tools for implementation and forms an optimal basis
for further evaluation. Of the logistics data in this project.

The following publications give a good insight into the topic of traceability and to the
standardization network of GS1:
¢ Informal Product Traceability Expert Group, Final Report?.

¢ GS1 Global Meat and Poultry Traceability Guideline, Part 1. The GS1 System?.
e GS1 Global Meat and Poultry Traceability Guideline, Part 2. Beef Supply Chain®.

Since only product traceability at the production batch level is currently implemented in the
food sector, concepts for expanding the established clip exchange are being investigated and
piloted as standardized formats and processes. A focus of this work is on a purposeful design
of these processes for the cooperative exchange of data for the widest possible distribution,
including by smaller companies in the supply chain.

It then investigates the degree to which a dynamic durability criterion can be mapped in the
worldwide existing GS1 standard portfolio, lightly. will be elaborated and prepared for a
possible release. This part-target is mainly driven by the project partner GS1 Germany.

The DIN spec 91329 "extension of the EPCIS event model for aggregated production events
for use in Company Information Systems" has recently recommended the use of the interface
standard EPCIS from GS1 Germany. Via EPCIS (electronic Product Code Information
Services), sensor data is linked in the context "Industry 4.0" and in the "Internet of Things" with
the answers to the questions, when, what, where and why something happened. Against this
backdrop, the Freshindex concept can also be seen as a turn of industry 4.0 to the food
industry.

1http://ec.europa.eu/consumers/archive/safety/projects/docs/20131023_final-report_product-traceability-expert-
group_en.pdf
2https://www.gsl.org/docs/traceability/GS1_Global_Meat_and_Poultry_Guideline_Partl_The_GS1_System.pdf

3 https://www.gs1.org/docs/traceability/GS1_Global_Meat_and_Poultry _Guideline_Part2_Beef_Supply_Chain.pdf

Page 5/22


http://ec.europa.eu/consumers/archive/safety/projects/docs/20131023_final-report_product-traceability-expert-group_en.pdf
http://ec.europa.eu/consumers/archive/safety/projects/docs/20131023_final-report_product-traceability-expert-group_en.pdf
https://www.gs1.org/docs/traceability/GS1_Global_Meat_and_Poultry_Guideline_Part1_The_GS1_System.pdf
https://www.gs1.org/docs/traceability/GS1_Global_Meat_and_Poultry_Guideline_Part2_Beef_Supply_Chain.pdf

*

'i! *i-

* **

* *

w4k

European
Commission
I

2.2 Food safety requirements

Food safety within the EU is primarily regulated by Regulations (EC) No 852/2004 and
853/2004. This and the German implementation of the regulations in the Food Hygiene
Ordinance primarily demand a quality system based on the HACCP principles (Hazard
analysis and critical control points). These require in particular that significant quality risks
should be excluded through pre-defined tests. In the practical implementation This means the
documentation of ambient temperatures during transport and storage as well as the random
testing of the goods temperature when the goods are accepted by the wholesale trade.

The corresponding measurement results are often communicated on paper do-documented
and only on demand, or with a clear delay in time along the lie-chain. As long as the previous
Logistics section does not report irregularities in the process, the following goods manager
must assume that everything was in order. Further details on how good the storage of the
goods actually was, is not recorded.

©-0-
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v’
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Limit

\

Figure 1. Sketch of the food supply chain. Although guantitative quality relevant data is
generated at each logistic step, only a qualitative liability statement (ok/ n.ok) is communicated
to the next recipient of the cargo.

This slow, paper-based process flow corresponded to the technical possibilities of the time. In
the age of the Internet of things, the fast and safe exchange of small data packages such as
individual temperature measurements without technical challenges is possible.

In the regulations, adaptations of the explicit procedural practice are also permitted to consider
"technological developments and their practical consequences" (EC853/2014 § 10.1. A) if the
"achievement of the objectives of this Regulation is not be called into question "(EC853/2004
§ 10.2).

The loss of food along the value chain depends on the durability of the food (Kreyenschmidt
et al. 2013). The shelf life of foodstuffs is determined in particular by product characteristics,
process factors and environmental conditions (Mossel, D. A. 1971). For example, poor process
hygiene in the slaughter of poultry (initial germ content of log 3 KbE/g instead of 2 KbE/g) can
lead to a reduction of shelf life by two days (Kreyen-Schmidt et al. 2010a). In addition to
process hygiene, the storage temperature is a particularly important factor for the durability of
refrigerated products (Lambert et al. 1991; Russell 1997). A reduction of the cooling
temperature from 4 °c to 2 °c can prolong the shelf life of fresh poultry meat by 30%, which
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also extends the product's marketing window. Thus, the quantity of committees can be reduced
along the Ket (Bruckner et al. 2012; Kreyenschmidt et al. 2013).

The Freshindex expands the HACCP concept from the monitoring of individual critical points
into a complete control chain and is therefore in accordance with the aforementioned
directives. This extension of the HACCP approach, to be examined in detail within the project,
was also considered interesting by the Directorate-General of the European Commission for
Health and Food Safety, Unit E. 1 Food information and composition, food waste.

However, the storage temperatures along the entire supply chain and their effects on durability
are not sufficiently observed today. The determination of the minimum shelf life and the
consumption date is based primarily on confidential studies of the producers and often involves
a very conservative determination of the durability, i.e. many products are also at the end of
the best before date or the use-by date is still eatable. However, a lot of food is currently wasted
in the food supply chain as well as at consumer households, since precise influence factors
during storage and distribution are not sufficiently taken into account when determining the
best-before/use-by date (Parfitt et al. 2010). A way to better estimate durability times
depending on animal, product, process and supply chain specific factors is to provide
mathematical models for the determination of flexible shelf-life times. Such models allow to
predict durability depending on various environmental parameters, such as temperature and
gas atmosphere (McMeekin and Olley 1986; May et al. 2011). The models are based on
various mathematical approaches, such as the Gompertz or the logistical model, the Arrhenius
approach or the Squareroot model (Gibson et al. 1987; Arrhenius 1889; Ratkowsky et al.
1982). These models can depend on parameters of the value chain and thus also take into
account individual fluctuations in the chain, such as temperature conditions. Their use in quality
management can prevent the discarding of products that have not been spoiled but have
expired according to the labelling. It is also possible to control the remaining durability in a
targeted and dynamic way by influencing the value chain (Kreyen-Schmidt & Ibald, 2012, Mack
et al, 2014).

2.3 Functional requirements

2.3.1 Scaleing

In the final product development stage, the solution needs to be able to manage the large data
volumes generated be the food industry. The full tracking of all perishable food items for the
German market corresponds to item volume of around 50 billion units per year.

On the assumption of the size of a a typical data set per unit in the order of 10 kByte, this leads
to a a scaling requirement for the data base infrastructure to be able to handel 0,5 Petabyte
per year.

For cost reasons it is not adviced to have this large amount of currently unneeded storage
capacitiy available now, there is a clear functional requirement for an flexible scaling of storage
and computing resources with the least amout of code translation possible.

This demands that the software needs to be functional on a single machise as well as on larger
distributed clusters.
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2.3.2 Modularity

* Not/Less code translation while implementing new features/updates/upgrades
0 similar code from development to productive environments

» Secure and transparent source for stakeholders

+ Data analysis and visualization toolbox

2.3.3 Confidentiality and Security
In the course of our requirement study we have encounted to opposing trends between the
food production and retail sector.

One the one side, a clear commitment of the food retail can be identified to
a) increase the transparency of food safety and
b) not to use food safety as a means of commercial competition but to collaborate on the
aspect in order to protect the industry segment

One of the leading institutions in this respect is the Global Food Safety Initiative (GFSI). It is a
private organization, established and managed by the international trade association, the
Consumer Goods Forum under Belgian law in May 2000. The GFSI maintains a scheme to
benchmark food safety standards for manufacturers as well as farm assurance standards,
https://www.mygfsi.com/about-us/about-gfsi/what-is-gfsi.html

GFSI provides a platform for collaboration between some of the world’s leading food safety
experts from retailer, manufacturer and food service companies, service providers associated
with the food supply chain, international organizations, academia and government. Key
activities within GFSI include the definition of food safety requirements for food safety schemes
through a benchmarking process. This process is thought to lead to recognition of existing food
safety schemes and enhances confidence, acceptance and implementation of third party
certification along the entire food supply chain.

GFSI's current focus is on extending the requirements to cover all scopes of the global food
supply chain from farm to fork. Other important current activities include the development of a
capacity building programme for small and/or less developed businesses to facilitate their
access to local markets and a continuous focus on food safety auditor competence to bring
industry experts in collaboration with key stakeholders to a common consensus on the skills,
knowledge and attributes that a competent auditor should possess. Under the umbrella of
GFSI, eight major retailers (Carrefour, Tesco, ICA, Metro, Migros, Ahold, Wal-Mart and
Delhaize) came to a common acceptance of the GFSI benchmarked food safety schemes in
June 2007. 4

During our first discussions with METRO Food specialist company, we have seen a positive
engagement and a willingness the make food safety data accessible for external value adding
solutions, such as the FreshTag module.

On the other side, speaking to food producing enterprises, we have not encountered a similar
trend. Even though measurements of production hygiene are required by EU law, the
companies did not show any willingness to share these measurement data with the project. As
a positive exception we have momention Tonnies Lebensmittel GmbH & Co. KG in Rheda-

4 Global Food Safety Initiative Improves Organizational Culture, Efficiency in Food Industry in Food Quality
May/April 2012
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Wiedenbrick, one of Germanies largest meat producer that as show interest in our activites
and plans to intensify the collaboration in 2018.

Based on this complicated distribution of interest, we see a clear damand for a high level of
confidentiality plus a multi-layer rights management that allows the precise definition on which
data is shared with whom along the supply chain. Givien the early stage of the product
development, this demand will not be included into the development requirements but is
documented in the product backlog for future customer projects.

2.4 TagltSmart Project requirements

The key project limitations is the implementation time line and the project budget. In order to
asure sufficient time for the field testing in February 2018, the system architecture needs to be
designed in a modular structure that can be implemented and ready for testing by mid January
2018.

As laid down in the project proposal the project is structured into three work packages:
a) Analysis of requirements and definition of system architecture and interfaces. The
results of this work package are decribed in this document with due date 31.12.2017.
b) Implementation of module and interfaces. The results of this work package are to be
decribed in Deliverable-2, with due date 28.02.2018
c) Validation of module in lab and possibly also field testing. The results of this work
package are to be decribed in Deliverable-3, with due date 28.02.2018.

The module validation by a field trail has many benefits compared to lab testing only regarding
its credibility and also public attention.

As of 30.11.2017 it is planned to perform a field trail in collaboration with DUNAV NET,
innovative loT solutions, in Novi Sad, Serbia by integrating the FreshTag module in their
dynamic pricing trails.

The data exchange between the two systems will be achived by RestAPls. The architecture of
the module needs to take into account that different applications such as the field validation
and also future customer projects may differ in the extend and the quality of the provided data
and may demand different interfaces.

2.5 Market requirements - commercial

Given the early stage of the development a clear pricing strategy has not been defined or
validated. As commercial requirements we currently relay only on statements by Nikolas
Bessas, Head of Supply Chain Management Germany and Sarah Blanchard, Head of Global
Quality Innovation at METRO AG.

Target of product pricing: 3% of cargo value

Given the average prices for pork meat: € 340,- per shipment pallet and veal: € 1800,- per
shipment pallet this results in a pricing range for your solution between € 10,- to € 50,- .

Cost to value ration: 1:20
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The value created by out solution, such as cost saving, fraud protection or increased revenues
due to dynamic pricing must be more than 20 times cost of the solution. The maximum
amortisation period is not to exceed 24 months.

2.6 Market requirements - competitive products

There are currently several published software tools to predict the growth of ver-derbniskeimen
(www.combase.cc, Www.azti.es/network/shelf-life-prediction-software,  fssp.food.dtu.dk,
www.infratab.com). The underlying models are often restricted in use and have not been
developed on the basis of microbiological growth on foods, but on growth rates under
laboratory conditions.®. In addition, the existing software solutions are very specific (e.g.
www.azti.es/network/shelf-life-prediction-software/). The Pathogenic Modeling program (PMP,
www.ars.usda.gov/Services) and the ComBase Predictor (www.combase.cc) are highlighted
as examples of current software tools. Both can be regarded as pioneers in the realm of
predictive food modeling and are based on the idea of providing published and Unpubli models
in an easy-to-use program of the general public. ® PMP is based on models developed in the
U.S. Department of Agriculture-Agricultural Research service that mainly take into account the
growth of different patho genes (Listeria monocytogenes, Escherichia coli, Bacillus cereus,
etc.). ComBase Predictor also makes it possible to forecast the reaction of various bacteria to
certain environmental factors (temperature, ph, salt concentration, etc.) and was developed at
the Institute of Food Research (Nowrich, UK). Unlike PMP, Combase Predictor allows the
forecasting of microbial growth under dynamic temperature conditions. Users can use
measured temperature data to determine the microbial state of the food. Another important
software tool is the seafood Spoilage and safety Predictor (SSSP), which contains exclusive
models for seafood and fish. *

5 Bruckner, S., Albrecht, A., Petersen, B. & Kreyenschmidt, J. Influence of cold chain interruptions on the shelf life
of fresh pork and poultry. International Journal of Food Science & Technology 47, 1639-1646 (2012).

6 Perez-Rodriguez, F. & Valero, A. Predictive Microbiology in Foods. (Springer Science & Business Media, 2012).
doi:10.1007/978-1-4614-5520-2

7 Gimenez, B. & DALGAARD, P. Modelling and predicting the simultaneous growth of Listeria monocytogenes and
spoilage micro-organisms in cold-smoked salmon. J. Appl. Microbiol. 96, 96—109 (2004).
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Section 3 - Definition of IT architecture

On the basis of the requirement analysis performed and described in the previous chapter the
following IT architecture has been defined.

3.1 System architecture

The frontend related tasks are managed by a designated Service Module (SER). The incoming
sensor, product and logistics data is received by a context broker module inside the SER. The
SER is also responsible for updating future web and mobile applications, suach as a business
intelligence toolboax and the internal appplications for quality assurenace using data science.

The Data Module performs the initial data quality checks and links the respective sensor and
logistic data to the corresponding product unit.

The in-depth analysis of the food freshness will be performed by the Simulation Module (SM).

Sen!r& Service Module '
Apps

“: E\ Frontend servers /

ProductData / A A \) Bl toolbox

r
E%

Distributed Storage cluster | | Distributed Computing engine
Logistic Data Data science
Data Module Simulation Module

Figure 2: Infrastructure functional sketch

The data pipeline is defined by:
a) Data ingestion, managed by the SER with a focus on high input/output availability.
b) Data curation, managed by the DM with a focus on data clustering for the reduction of
persistant storage input and fingerprinting to identify fraudent data
c) Data provisioning, in the concept of a data markt, managed by the SER to assure high
availability and also fast reactivity on customer requests via the web and mobile
applications
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rict clean u
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All attributes /performance (output)

toolbox
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Figure 3: Data pipeline

3.2 Simulation module architecture

In allignemnt with the project coordinatior DUNAV NET and as a consequence of the project
requirements, see above, the initial implementation of the system will focusing on the food
safety and thus follows a simplified system architecture.

Data Module

i % REST AP App
Fl Results
sSensors % Data Mart %

Sensors Data

Models Product
Repo Repo

Simulation Module I

spark cluster
- Analysis Modufe——
—
-
|evy <+ RESTAPI—»
master Ao
slaves

Figure 4: Implemented system architecture during FreshTag project

3.3 Internal interfaces

In internal interface between the Data Modul (DM) and the Simulation Module (SM) is defined
as:
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3.3.1 Create Simulation Endpoint

URL freshindex.tsenso.com/json/vl/simFl
Method POST
Header Content-type: application/json
Request Structure
(G Type Required Ver. Descriptions
Product Product Yes 0.1 Product details, see product
structure below
QualityData ProductQuality Yes 1.0 Data regarding quality  of
y y ' product/batch/unit
StorageHistory = Measurements Yes 1.0 Temperature data
PreviousResults Results Optional 1.0 Potential previous results returned
by module and managed by cloud
auth_token String Yes 2.0  your authtoken
version String Yes 10 To start only version 1.0.0 is

available

Product Structure

Required . Descriptions
GTIN String Yes 1.0 Product number
Product name String Yes 1.0 Name of product
Product no. String Optional 2.0 Retailer SKU number
Type-ID String Yes 1.0 Inversion 1.0.0 only ID=1 available
Batch-1D String Yes 1.0 ID of production batch
Manufacturer String Optional 1.0 Name of manufacturer
Plant-ID String Optional 2.0 GLN of manufacturing plant

On which machine at Plant-I1D batch

Machine-ID String Optional 2.0 | \vas manufactured
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Ingredients
Batch size

# of batch

String List
Int

Int

Optional 2.0 List of ingredients
Optional 2.0  Total number of units in this batch
Optional 2.0 D of unit within batch

guality during or right after production

QualityData Structure describes initial product
Ver.

Required

Descriptions

Estimation of total CFU at the end
of the production process based on
statistical analysis

TotalCFUinit Int. Yes 1.0

Measurements Structure

Key Type Required Ver. Descriptions
Type Sting Yes 1.0 In version 1.0.0 only Type = Temp. is available
Number Int Yes 1.0 Number of measurement points
Char/ Time stamp of measurement point:
startTS e Yes 1.0 1) YYYYMMDDHHMMSS
2) Unix 64-bit time stamp
Char/ Time stamp of measurement point:
endTS Int Yes 1.0 1) YYYYMMDDHHMMSS
2) Unix 64-bit time stamp
. Array List of data points of measurement, see
BCIEHE dPoints b L dataPoint structure below

dataPoint Structure

Type Required

Descriptions

Time stamp of measurement point:

Ts /Cl:tar Yes 1.0 1) YYYYMMDDHHMMSS
2) Unix 64-bit time stamp
Value Int Yes 1.0 Value of measurement

Response Structure

Require

Ver. Descriptions

Type d

Status String Yes 1.0  "success"/'fail"/"error"
If status is success then Data = result
Data Result  Yes 1.0 If status is fail then Data = error

see the result/error message table below

Error Message Structure
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Key Type Required Ver. Descriptions

Type String Yes 1.0  Type of error, usually “parmeter”

Data Json Yes 1.0 Error description text in the given input
Array

Result Message Structure

Type Required Ver. Descriptions

Type String Yes 1.0  Type of data, e.g. “version=1"
Type of error, usually “parmeter”
Data Json Yes 1.0  Key-value pairs of result data / errors in the
Array given input

Results Structure

Key Type Required Ver. Descriptions

Type String  Yes 1.0  Type of data, e.g. “version=1"

Freshindex  String Yes 1.0 Freshindex value of last measurement

returnResult JSON Yes 10 Internal data of simulation module, returned as
Array ' JSON Arry

3.4 External interfaces

At the time of writing the alligement of the technical details of the field validation have not been
frozen yet. The details of the external interfaces will be defined in close collaboration with our
validation partner DUNAV NET in accordance to the requirements of specific field trails to be
performed in January and February 2018.

The decription of the implemented interfaces will be included in the upcoming Deliverable C,
due 28.02.2018.
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Section 4 - Implementation

At the time of writing, the implementation of the system is still ongoing. This report therefore
decribes the current state of the implementation efforts on the core system and the user
interface. The final state at the end of the project will be decribed in the final deliverable D3
“Validation and dissemination activities”. The details on Food Modelling and Fresh Index
calculations will be described in Deliverable D2 “Shelf-life prediction”.

4.1 Framworks

As basic computing engine, we have chosen the Apache Spark framework, as this is an open-
source cluster-computing framework. Originally developed at the University of California,
Berkeley's AMPLab, the Spark codebase was later donated to the Apache Software
Foundation, which has maintained it since. Spark provides an interface for programming entire
clusters with implicit data parallelism and fault tolerance.®

As programming language we have chose Scala. Scala has its name form the words scalable
and language, signifying that it is designed to grow with the demands of its users.® Skala

Like Java, Scala is object-oriented, and uses a curly-brace syntax reminiscent of the C
programming language. Unlike Java, Scala has many features of functional programming
languages like Scheme, Standard ML and Haskell, including currying, type inference,
immutability, lazy evaluation, and pattern matching.

The system infrastructure is hosted on cloud instances by DigitalOcean,'® which has show
great stability and a good price-value ratio.

4.2 User Interfaces

The user has access to the application data by three data structures
e Products, storing all the product related data
e Sensors, managing the sensor configurations
¢ Monitorings, the measurement data of a specific sensors linked to a specific product
for a specific start and end time.

8 https://en.wikipedia.org/wiki/Apache_Spark
9 https://en.wikipedia.org/wiki/Scala_(programming_language)
10 https://www.digitalocean.com/
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=

tsensog\\ . Monitorings Sensors Products Delivery ~ Users admin@tsenso.com (tsenso_com) ~
MONITORING SOLUTIONS .

Produced in * Monitoring Created at Best before

Berlin « lest 26.10.2017 02:00 31.10.2017 01:00

FoodFarm + Test: 2phones. 11.10.2017 02:00 08.11.2017 01:00

massive T Change
Stuttgart « Demo-transport 17.10.2017 02:00 31.10.2017 01:00

Tools ~ Management ~
Columns
QR-Code Manufacturer
1234 test Berlin fleisch

1234 test test Demo-producer

beckhamoo IMustafa Industries

Figure 5: Dashboard of products under management

=
tsenso N N Monitorings Sensors Delivery ~ Users admin@tsenso.com (tsenso_com) ~ Tools ~ Management ~
MONITORING SOLUTIONS e
- Monitored Free
Device
Columns
D Sensor * T°C monitoring last update sender Battery [mV]
pKeudTiknDvwak4Gn 00:94 0.0000 @ 16.05.2017 14:35 admin@isenso.com 3275
PXEwckLQGIL3jpd7S 00:B0 23.5000 @ 16.03.2017 14:59 admin@isenso.com 3180
€77ez2skQIdmtvwCx 03E17 NaN @ Invalid date admin@tsenso.com
deyAWSrKMRDWGZInN 0D:C7 0.0000 @ 19.08.2016 14:21 admin@isenso.com 2738
tP4PTLMPAvptduJo6 0DF90 20.7500 @ 17.01.2017 18:59 admin@isenso.com 3063
2FFsLNukKpaeZenaé 12:.CE 21.8125 @ 29.03.2017 12:58 admin@tsenso.com 2527
xhyrT3hpzAMoSdivig 14191 209375 @ 17.01.2017 18:59 admin@isenso.com 2964
=
tsensog e [ Proseis: Doy~ - - ] .
MONITORING SOLUTIONS
M ing name
Columns
Monitoring
Active Critical Usage Monitoring Name T°C Details Sensor location Date Started Date Ended
active critical transport Demo-transport 260 19/102017 active
active critical transport test 19:80 221 190012017 active
active OK transport demo delivery 1234 275 test-test-test 03/03/2017 active
active critical transport demo_deliverable1 76 product 14/12/2017 active
monitoring for
TagltFresh
deliverable1
active OK transport Test: 2phones, 18 19/01/2017 active
massive T change
active OK transport Test: 2phones, 188 19/01/2017 active
massive T Change
active critical transport " 204 3000172017 active
active critical transport (<] 206 active

Figure 7: Dashboard of monitorings under management (filters:

“active” and “Transport” set)
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Monitoring - dema_deliverablet | stared: 14 Dec 2017 18:08:18 | in progress

min*C 0 Usage transport
max'c 7 Description preduct monitoring for TaghFresh defivarable
Sensor 91:0E Started 14 Dec 2017 12:08:18

Location Status Critical since 12 Dec 2017 04:30:24

Criical emsil admin@tsenso.com Last update: 21 Dec 2017 19:12:43

Critical SME. Temperature: 7.5625°C

STOF Monitoring - demo_deliverable1
Monitoring Report

Meonitoring demo_deliverable1

Tempersturs  — Fradicion

Sensor - 81:0E

SN | D5:38:AT-CO91-0E Temperature | 7.5625°C Battery = 85% LastUpdate = 21 Dec 2017 18:12:4

Signal strength | sverage Sender | admin@tsenso.com

Figure 8: Detail view of a specific monitoring, including sensor details and data export

4.3 Mobile application

The mobile app is written in JavaScript using the METEOR framework,!* a very fast and
reliable way to build apps.

The structure of the mobile app is sketched below.

11 https://www.meteor.com/
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Figure 9: sketch of workflow of mobile application

The tsenso demo mobile application can be downloaded on google play:
https://play.google.com/store/apps/details?id=com.tsenso.monitoring&hl=de

- a QR-Code: deliverablel
E E Product ID: eFe25ZzfrishJDNCd
Manufacturer:  Landjunker

Produced in: 33378 Rheda
E Produced on:  21.11.2017, 11:00 am

Best before: 04.01.2018
Description: Pork steak, DLG approved,

Figure 10: Demo QR code and corresponding produc data set

The app can be used by consumer as un-registered users for simple freshness queries and by
professional, registered users for a complete supply chain management.

The Freshindex scanning functionality is accessed by scanning the FreshTag label on the
product via the “Scan product code” function

Page 19/22


https://play.google.com/store/apps/details?id=com.tsenso.monitoring&hl=de

European
Commission

BC T 438%uL09:41
= =
tsensol], T = ||tsensof, T =
MONITORING SOLUTIONS Ver, — MONITORING SOLUTIONS Ver. 1.4.1
Welcome to tsenso

Monitoring Status Query

View sensors

PIN: Please enter the PIN of the delivery
Active @)
Critical @

> Login for registered companies

Status: critical!

Monitors with critical status: 5

Figure 11: Access to the FreshTag scanner for consumers (left) and registered users (right)

Figure 12: Picture of a sample product scanning process

On scanning the FreshTag label, register users can:
e Enter new product (Figure 13, left)
e Assign a new temperature monitoring to a product, e.g. when it is moved from the truck
to the warehouse or the attached sensor is exchanged (Figure 13, middle)
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¢ Querry the temperature history and the current freshness level (Figure 13, right)

T .429% : B T 4 47%ua09:54 B T 476%m 1038
L L
= J— 36421601 - —
tsensoll, = (= tsensoll, - (=
H Monitoring test F R E S H
Enter product details d ..
o "HINDEX
Manufacturer
onDale 20.00 Product was created by
Demo-producer on 11 Oct
Where 1000 2017 02:00:00.
o Best Before: 8 Nov 2017
Best before % 01:00:00
ﬂg 000 Comment: Meat produced in
Comment ]
@ Germany
Monitoring Create menitoring v oo Monitoring Report

_ 2000
30. Jan 13. Feb

Temperature = Prediction 20.00

Monitoring test

10.00

reate menitorin Y _
- -10.00

Figure 13: Detailed information on product data, accessible only to registerd customers.

Temperature

4.4 Functional testing

The cloud system and the mobile application have been tested for bugs and functionality. The system works
stable up to a number of 200 measurements in parallel as currently only one server machine is utilized.

Known bugs:
e Android 6 power management stopps app after a longer time (>6h) of inactivity

Page 21/22



el ]
-
* *
*
L
European
Commission
I

Section 5- Conclusions

The profound requirement analysis performed in the course of this project can act as a solid
basis for development in this project as well as future product refinements. The key
challenges are on the one side the logistic management that requires the implementation of
international EPCIS standards such as GS1 to assure international acceptance of our
solution and the various confidentiality and transparency requirements from the different
stakeholders that range from full encryption to open data policies.

Based on the requirement analysis the system architecture was derived. A focus has been
made on extensive scaling capabilities to assure that the system is suited also for later
demands. Given the short duration of the FreshTag project not all features and modules
defined in the architectural design can be implemented during the project.

To assure that the minimal viable product is available for the field validation in February 2018
the implementation focuses on the collection of sensor data, on the management of food
product properties and the display of the FreshTag results to professional users and
consumers. The system has been tested and is ready for field validation. Workpackage 1 of
the FreshTag project has thus been successfully finished.
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